Ministry of Communications
Informatics & Telecom Public Company
Directorate of Information

ITPC MANAGEMENT’S ASSERTION

ITPC Certification Authority (“ITPC”) operates the
National PKI of Iraq Root Certification Authority (CA)
services as enumerated in Amendment A and provides
the following CA services:

Certificate rekey

Certificate issuance

Certificate distribution

Certificate revocation

Certificate validation

Subordinate CA [cross-] certification

The management of ITPC is responsible for establishing
controls over its CA operations, including its CA business
practices disclosure on its website, CA business
practices management, CA environmental controls, CA
key lifecycle management controls, subscriber key
lifecycle management controls, certificate lifecycle
management controls, and subordinate CA certificate
lifecycle management controls. These controls contain
monitoring mechanisms, and actions are taken to correct
deficiencies identified.

There are inherent limitations in any controls, including
the possibility of human error, and the circumvention or
overriding of controls. Accordingly, controls placed into
operation can only provide reasonable assurance with
respect to ITPC Certification Authority operations.

ITPC management has assessed its disclosures of its
certificate practices and controls over its CA services.
Based on that assessment, in ITPC management’s
opinion, in providing its Certification Authority (CA)
services at Baghdad, Iraq, as of 2024-07-03, ITPC has:

e Disclosed its business, key lifecycle management,
certificate  lifecycle = management, and CA
environmental control practices in its:

o IRAQ National PKI ITPC National Root CA
Certification Policy and Certificate Practice
Statement, version 1.1 as of 2024-05-28,

A}
, Z
LAY Byl
450 glaal) g L Laladf 45 10
il glaall 4 pyia

ddlaglactly CYLAIW delall 352 Basat)l Alaku ;e dol

Olods Juiddly 0985 dSloglanlly OYUaTW dolall 4520 3bsad)! dabus
38 WS Ghall abgll plal liaall Aol duigl) dydad! Gausasl dlabe
Gearll Aalud AW Olodsd! y3539 ¢ T Jotasll (§ 59Suie

wihslgadl jlue) sole)

wislgad! Hluue|

Gllgadl 293

Slalgad JUay

Wihslgadl de (o (@l

Guadl dalud daylll Olgal) Jolaadl Guaill

O Ughue dileglaally CYUATW daladl 420 (Gauas)! ddaluw 8)la] &)
of ghadYl elld § b (et daln Olles e Jaylgiall aisg

Jlesl ©lulas 81519 ¢ 39 AIY! lgadge e Grsall Aol Slulos
Tlae Bl 8395 Blo] Jalgang clgy Aol ddl bl gug ¢ 32l Alalus
B3] Jasl g «nSiduall gesilie Bl 8393 Byl3] algag ¢ gaaadl] dlakis
dalud daybl Olgaedl Oolalgd Bla- )95 §yls] Jasl g g cclalgad! Sl 8y93
AapMI ey Y1 313 wig didlye SWT Jaslgpall b cpasali . Gaad!
i @iy gead dgl (ST amsas)

S las Ggus Jloss @3 § Loy Jaslgas (5T 3 diolin 3943 Hlia GI LS
dadaall Joylgiall Of8 U3 o 2y gl of Jaslgiall e Jlxilly
dalis Oldars Glasy losd wSTI (10 Jghine (Sgiume 2355 Jad giSay

Aglaglaally CYLAIW Lokl 520 Gasasll

asiiy Alaglaally CYLaTW delall 4520 Gatsar)! Alaku Bylo) casldy

dalw Gledse dalaiell bl gially Oilalgadl Gluyless Lol Ol>Lasyl

dalll 32l 3asa)l Aaku §)1) (555 i)l Wid e 2Uy . Bauuad)]

el § Gaadl! dabis Olods- o5 wis il 45k glaally VLW

YL delall &80 Gsduaill Aok OB ¢ ¥ YE-V-- ¥ o Dlacl 31yl

148 Al glaally

8ol zesilaall Bl 8)93 8)loly JlaseYl dalazall lgiluylas e Coonsadl @
1@ Gavad)! Al Ao Bl daylgang ©lolg sl Bl 89

el dbald oblgs)l Glyles Oy wblgadl duwbw o
Al yasd> Audlyall Aol glandly YA dolall &S 2l duibogll

Aty (Gaid G b -y gdnaal) £ LS — Ny
VAVYVA L - Juaidd
dgoffice@itpc.gov.ig- 1S 3l

T, el 3. n

taghdad — Al- Sadon Street — nearby Baghdad Hotel
‘el:- 7177780

‘mail: - dgoffice@itpc.gov.iq

Vebsite: - www.itpc.gov.iq

VANANAZ iFNne s ie o



Ministry of Communications

Informatics & Telecom Public Company
Directorate of Information

o Iraq National PKI Certificate Policy (CP) for Trust
Services Providers (TSPs), version 1.2 as of
2024-05-31,

e Suitably designed, and placed into operation,
controls to provide reasonable assurance that:

o ITPC provides its services in accordance with its
Certification Practice Statement,

e Suitably designed, and placed into operation,
controls to provide reasonable assurance that:

o The integrity of keys and certificates it manages
is established and protected throughout their
lifecycles;

o The integrity of subscriber keys and certificates
managing by licensed TSPs is established and
protected throughout their lifecycles;

o Subscriber information is properly authenticated
(for the registration activities performing by the
licensed TSPs); and

o Subordinate CA certificate requests are
accurate, authenticated, and approved,

e Suitably designed, and placed into operation,
controls to provide reasonable assurance that:

o Logical and physical access to CA systems and
data is restricted to authorized individuals;

o The continuity of key and certificate
management operations is maintained; and

o CA systems development, maintenance, and
operations are properly authorized and
performed to maintain CA systems integrity in
accordance with the WebTrust Principles and
Criteria__for _Certification _Authorities v2.2.2,
including the following:

CA Business Practices Disclosure

e Certification Practice Statement and Certificate
Policy (CP/CPS)

CA Business Practices Management

e Certificate Policy/Certification Practice Statement
Management

CA Environmental Controls
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e Security Management oIy} e
e Asset Classification and Management lghlaly Jgsdl ikl 0
e Personnel Security 31,831 QA‘ o
e Physical & Environmental Security Gedlg @l o)l e
o  Operations Management Oldeall ylo] o
e System Access Management Ll J) oyl Byld) @
e System Development and Maintenance giluog dakaiVl pokas @
e Business Continuity Management JlasYl &ylaiul 5ylo] @
¢ Monitoring and Compliance JUzedlg &30l o
e Audit Logging BB Juxud @
CA Key Lifecycle Management Controls Gt dalw zilae Bl 8)99 6)lof algso
e CA Key Generation Gatll dalu milae udgs
e CAKey Storage Gt dabw geilie (335 e
e CAPublic Key Distribution Graill dald bl Zlasdl i3 @
o CAKey Usage Gt dal milie plascd @
¢ CAKey Archival and Destruction Geuar! Aalu gdlie 33619 daky e
¢ CAKey Compromise Geadl! dakw zelie Blis Hbled poyadll o -
o« CA Cryptographlc Hardware Lifecycle Management Gevad! by Lol &asd)) 55429 Bl )90 Byl] @

Subscriber Key Lifecycle Management Controls

e Requirements for Subscriber Key Management
Certificate Lifecycle Management Controls
Certificate Rekey

Certificate Issuance

Certificate Distribution

Certificate Revocation

Certificate Validation

Subordinate CA Certificate Lifecycle Management
Controls

o Subordinate CA Certificate Lifecycle Management

ITPC does not escrow its CA keys, does not provide
subscriber key generation and subscriber certificate
issuance services, and does not provide certificate
renewal and suspension services. Accordingly, our
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procedures did not extend to controls that would address

those criteria.

Ali Yaseen Dawood

ITPC PMA Head
03-07-2024
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ITPC

Amendment A - Jpaail)

,lraq ‘Document Signing Root CA : : :
CN=ITPC Document Signing Root CA G1, O Informatlcs & Telecommunlcatlons Public

Subjeot Company,C=IQ
Serial 151002928E9A8167BBCFDIB4CFFDDICS
?;’Qif:ﬁm 95750573DC84C0D5F AABCSEFBCCF5EFCI4EEA36C01036D677EF70652CD7EABG7

IraqCode ‘Signing Root CA

Subject CN=ITPC CS Root CA G1,0=Informatics & Telecommunlcatlons Publlc Company,C=1Q
Serial 4446DA0F940BDA93758D706EA7A982D7

?;Q:f:ﬁm F8B4201F4EF588BC5486821D0D7D31EDEBAEBD2FICE1FAACFCOFCI80C 161570E
raq TLS Root CA S Sy : A
Subject CN= ITPC TLS Root CAG1,0= Informatlcs & Telecommunlcatlons Publxc Company C= IQ
Serial 6D1A853A5089AF8739345C4C911EA672

gil;g:f:rint DA2D6DC502F4F847F66505D1005F4F120FBESD136A7998AA492189E5741E5FBO

Iraq SIMIME Root CA ; 1 ;
CN=ITPC SMIME Root CA G1,0=Informatics & Telecommunlcatlons Pubhc

Subject

Company,C=IQ

Serial 58C1BA96BB20CBYAE97D0077CE782B54

?il';lgxif:rint DA70509AC9E42DA40E4B4B94D850D3926402F24A30EC332C3A05BA932E86DD46

1Iraq Timestamp Root CA S /

Subject CN=ITPC TSA Root CA G1,0=Informatics & Telecommumcatlons Public Company, C IQ

Serial 6C2CBOBA8SB3FB2EBEF4B71ABBCE5303B

?i"r"gﬁf:ﬁm 442C8E1CCFEB739FB6C5471C3B9491FD24661C958A1BF 19B9480C1B3859ED129
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